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Modeling

e A Neural network \/ : X — ),

e associated with a probability distribu-
tion pa(z | x) = Ng (x),

eand a (semi-definite) metric; the
Fisher Information Metric

gi; = iy, [@x,- log pg (Z | x) axj log py (z | X)] -

Robustness
We want to reduce vulnerability to ad-
versarial attacks defined for a budget
e > 0 as solutions to the following opti-
misation problem:

MaXy cx dgeo (X, X3) S.t.
(AAP) cX geo( a)

Ghuman (X' Xa) < E.

Two Step Spectral Attack
We approximate (AAP) with the sum of

v, highest eigenvector of G,, and w, so-
lution of the following:

il +liwll, < &

2
mV?xHWHX st.e v, =u<e

v eigenvector of G,

The second step w helps by taking into
account the curvature of (X, g).
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What does the Al see?

Test point
Predicted class: 4

Confidence: 97.8%
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Attack vector
Predicted class: 7

Confidence: 59.1%
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Preprint on  ArXiv:

https://arxiv.org/
abs/2203.00922

Attacked point
Predicted class: 9

Confidence: 74.1%
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Figure 1: Xor kernel foliation.
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Figure 2: Two-step attack.

Experiments on MNIST
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Figure 3: MNIST neural network.

Figure 4: Difference TSSA - OSSA.




